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Market Trends: Digital Business requires focused Technology Investment

Kontinuierliche Serviceoptimierung

Personalisierung der Kommunikation mit
den Blrgern

BUrgeranfragen und -empfehlungen

Bearbeitung und Analyse von
Dokumenten

Risikomanagement und Cybersicherheit
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Top 5 IT Departments’ Challenges for the next 12 months

Complying with privacy and data
protection requirements

Complying with regulations and/or
industry standards

Lack of automation of security
processes

Modernizing legacy systems and
applications

Integrating different technologies
across the business
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Top 5 IT Departments’ Technologies Priorities for the next 12 months
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Al for every use case - on a single platform

Mathine ! Workflow

Learning

1 OOTB spokes and connectors
] Robotic process automation
' Low-code/no-code flows

Real-time data "‘
Semantic relationships !
Unified data model \

Classification
Predictive insights

Generation
Summarization
Analysis
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Agentic Al
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WHY

Agentic workflow

This is the overall business problem you're trying
to solve—the reason you’re deploying Al agents.

_How
Al agent Orchestrator

The Orchestrator plans and leads a team of
Al agents to solve a specific use case.

«»
Al agents

The virtual workers that perform specific tasks.
Al agents leverage tools like workflow, skill,
script, and KB to complete specific tasks.

Tools

The technologies and resources that
Al agents leverage to perform their
tasks and achieve the use case.

Prompt —e ®&— Response

Skills Workflow Information

Scripted
Al

Conversational



AUTOMATION REACH
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Today
No assistance for
Cybersecurity
anywhere

L

- What got you here .
won’t get you there

Al ls Not a Product - It's a Strategy

+
Virtual Security
Assistant
Enable the right
people resolve
incidents faster

/
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From Pilot to more
resilience

+
*Autonomous
Threat
Prevention
Closed-loop security
automation
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Intelligent Incident Classification

Low effort - Fast ROI

Eingang Klassifizierer Ziel-Queues

Phishing
E-Mail/Phishing

Malware

Kl-Klassifizierer —O Malware
Zugriff
Fehlalarm Compliance/Policy

experienc i e degree of ripeness



Virtual Security Assistant

Medium effort - 24/7 availability

Kategorie Phishing (E-Mail
Guten Tag, was ist passiert? gor shing ( )
Zeitpunkt Heute 09:12
Verdachtiger Link in E-Mail angeklickt.
9 o Absender/URL service@buerger-portal.example
Wann genau? Anhange Screenshot

Risikoindikator Login-Seite ohne Eingabe - mittel
Heute 09:12 Uhr.

Weitergabe Weitergabe an E-Mail/Phishing-Team
Von welchem Absender?

service@buerger-portal.example

Bitte den E-Mail-Header oder Screenshot anhangen.

experience from general customers; Variable depending on the degree of ripeness



Autonomous Threat Prevention

High effort - Maximum efficiency

Szenario: Kompromittiertes Mailkonto sendet Massen-Phishing

Plan:
1) Beweise sammeln
2) Risiko einstufen

3) MaBnahmen ausrollen Alarm
veps - Orchestrator erstellt Plan
4) Bestatigen - Agents arbeiten parallel (Analyse, Konto sperren, Domain blockieren, Info an Betroffene)
- Bestatigung
- Abschluss.

Ablauf:

Al Orchestrator

Mail-Forensik Identitat & Blocklisten/Netz Kommunikation
e

experience from general customers; Variable depending on the degree of ripeness



Al needs data and connected processes to support a
stronger cybersecurity

Al is a marathon and not a sprint — approach it stepwise
and you will succeed

Cybersecurity paired with Al capabilities can secure your
environment: Triage, Chatbot, Autonomous Systems
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